Information Security Policy

1.1
Mar 2025



Contents

1 PUMPOSE oot e Ao
2 SUMIMIBIY it rvttrrreesseeeessseeeesssseeesssseee st essssesess et 8 2488488488888 55858088888
3 BBCKGIOUNG «.oooieeeet ettt st
 SCOPE oottt
O DEMIMILIONS weeveeeeveerrrereseeeeseeeeessesesesesesise e sssse s ets st s ek e 2
B POUCY SEAIBMEBNL. .ottt ettt ettt ss st s 88858kt 2
7 INfOrMELION SECUMIY FIAMEBWOIK ..ot eesse s sess st sss sttt 4
8 ROIES AN RESPONSIDIUIES ....oooeeeee e sasss e e ssnnos 4
D COMIPUBNCE ettt s s ssee s s s se s s essnesssessassssessnsessnnos 5
10 REIEVANE LEGISIBUON. ....oveeieeveri ettt bbbt 5
M KEY RELEIEA DOCUMENES ....eeoeeeeritse e eeseeesesessesssse st ess st ess s ss sttt 5

Document Context

Document Classification Confidential

Document Reference KAL-IS-004

Document Owner Adrian Knack

Versioning Control

Version Description Last updated by Last updated date
0.1 First published draft Ken Fitzpatrick Jan 2024
1.0 First published version Ken Fitzpatrick Feb 2024

11 Updated to use Kallipr Template Andreas Trikoulis Mar 2025




@

1 Purpose

To ensure that the following digital information and digital information systems security objectives are
achieved by Kallipr.

Confidentiality — to uphold authorised restrictions on access to and disclosure of information.

Integrity — to protect information against unauthorised alteration or destruction and prevent successful
challenges to its authenticity.

Availability — to provide authorised users with timely and reliable access to information and services.

Compliance - to comply with relevant legislation, regulations, contractual obligations requiring
information to be available, safeguarded or lawfully used.

Assurance — to provide assurance to Kallipr clients that information held by Kallipr is appropriately
protected and handled.

2 Summary

The Information Security Policy establishes the principles that underpin Kallipr’s approach to establishing an
effective Information Security Management System (ISMS) for protection of its information assets and
business operations.

This document should be read in conjunction with the Information Security Management System (ISMS)
Manual which further describes the planning, support, operation, performance evaluation and continual
improvement of the ISMS.

3 Background

This document states Kallipr’s policy on Information Security and provides requirements to establish
accountability and acceptable practices. It supports the use and safeguarding of both Kallipr’s
information resources and information shared by its clients.

This policy is conformant with ISO 27001:2022 standard and draws from the following guidelines.

AS/NZS ISO/IEC 27002:2022 Information technology — Security techniques — Code of practice for
information security controls.

AS/NZS ISO/IEC 27005:2022 Information technology — Security techniques — Information security
risk management

This policy also extends from Kallipr - Quality Management System (QMS) Policy, in conformance
with ISO 9001 standard.

4 Scope

This policy applies to:

the management of all matters relating to information security within Kallipr

all Kallipr information systems and information assets regardless of the media on which information
is stored.

all Information resources owned, operated, or operated on behalf of Kallipr; and

all individuals including contractors, that access, use, hold, or manage Kallipr Information resources
on behalf of Kallipr.
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5 Definitions

The following definitions apply for the purpose of this document.

e ‘Cybersecurity’ - Measures taken to protect information systems, networks, devices and digital
information from compromise or interruption.

e ‘Employee Agreements’ — Terms and conditions agreement for staff during employment with Kallipr.

e ‘lllegal Material’ means material the creation, transmission, storage, downloading or possession of
which contravenes criminal law as it applies in any jurisdiction in Australia.

e ‘Information Security’ - The protection of information and supporting systems from security threats
for confidentiality, integrity and availability, including those associated to Cybersecurity.

e ‘Information Security Management System’ - The policies, procedures, standards, metrics and
reports for the purpose of systematically securing Kallipr information resources by applying a risk
management process.

e ‘Intellectual Property’ - Includes the rights relating to trademarks, service marks and commercial
names; confidential information and software designs or inventions.

e 'Misuse’ — As described in the Acceptable Use of Technology Policy.

e ‘Staff’ - Any employee of Kallipr including permanent, contractor and casual arrangements.

e ‘Sensitive data’ — Defined data classifications for Restricted and Highly Restricted within the Data
Classification Policy. Data that is subject to client or regulatory obligations regarding access,
distribution, retention and/or destruction.

6 Policy Statement

Kallipr must have an Information Security Management System (ISMS) based on a comprehensive
assessment of the risk to digital information and digital information systems.

In particular, Kallipr will

e Manage information security with controls for access, use, storage, and transmission of digital
information.

e Allocate responsibility for various aspects of information security to information owners and users in
relation to the access, use, storage and transmission, as described in the Data Classification Policy.

e C(lassify all information in accordance with the Data Classification Policy

e Ensure access to information asset is authorised; restricted on the basis of need; and periodically
verified.

e Periodically carry out Information security risk assessments on all information systems in order to
identify key risks and determine the controls required to effectively manage those risks.

e Ensure staff understand their responsibility for maintaining the security of information resources and
assets that they use, access or manage.

e Promote a cyber security risk management culture across development, administration and
operations activities for staff.

Information security requirements
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A clear definition of the requirements for information security within Kallipr will be agreed and
maintained with the internal business so that all ISMS activity is focussed on the fulfilment of those
requirements.

Statutory, regulatory and contractual requirements will also be documented and input to the
planning process. Specific requirements about the security will be reviewed as part of the design
stage of each project or client engagement.

It is a fundamental principle of the Kallipr Information Security Management System that the
controls implemented are driven by business needs and this will be regularly communicated to all
staff through team meetings and briefing documents.

Framework for setting objectives

A regular cycle will be used for the setting of objectives for information security, to coincide with the
budget planning cycle. This will ensure that adequate funding is obtained for the improvement
activities identified. These objectives will be based upon a clear understanding of the business
requirements, informed by the management review process during which the views of relevant
interested parties may be obtained.

Information security objectives will be documented for an agreed time period, together with details
of how they will be achieved. These will be evaluated and monitored as part of management reviews
to ensure that they remain valid. If amendments are required, these will be managed through the
change management process.

In accordance with ISO 27001 the reference controls detailed in Annex A of the standard will be
adopted where appropriate by Kallipr. These will be reviewed on a regular basis in the light of the
outcome from risk assessments and in line with information security risk treatment plans. For details
of which Annex A controls have been implemented and which have been excluded please see the
Statement of Applicability.

The adoption of these codes of practice will provide additional assurance to our customers and help
further with our compliance with international data protection legislation.

Continual improvement of the ISMS
Kallipr policy regarding continual improvement is to:

Continually improve the effectiveness of the ISMS.

Enhance current processes to bring them into line with good practice as defined within ISO 27001
and related standards.

Achieve ISO 27001 certification and maintain it on an on-going basis.

Increase the level of proactivity (and the stakeholder perception of proactivity) with regard to
information security.

Make information security processes and controls more measurable in order to provide a sound
basis for informed decisions.
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Review relevant metrics on an annual basis to assess whether it is appropriate to change them,
based on collected historical data.

Obtain ideas for improvement via regular meetings and other forms of communication with
interested parties.

Review ideas for improvement at regular management meetings in order to prioritise and assess
timescales and benefits.

Ideas for improvements may be obtained from any source including employees, customers,
suppliers, IT staff, risk assessments and service reports. Once identified they will be recorded and
evaluated as part of management reviews.

7 Information Security Framework

Kallipr’s Information Security Management System (ISMS) framework consists of:

this policy;
the procedures; and
the technical standards and guidelines

8 Roles and Responsibilities

All Kallipr staff are responsible for information security in accordance with this policy and the
Madison Group ICT Policy (MGEO47 ICT Policy).

Staff must:

use information resources only for the purpose specified by the information owner
comply with controls established by the information owner, and
prevent the unauthorised disclosure of Sensitive Data.

Further to this, the responsibility for governing, managing and enforcing Information Security resides
with Kallipr’s leadership team.

Kallipr’s leadership team must:

Actively support information security through clear direction, demonstrated commitment and
acknowledgment of information security responsibilities

Ensure all information security roles and responsibilities are clearly allocated

Ensure that information security policy and all supporting procedures have been effectively
implemented

Communicate to a staff member on termination their ongoing responsibilities to Kallipr (e.g. ongoing
confidentiality requirements in relation to Kallipr information assets and its clients).

Kallipr will provide clients and external providers with access to this policy and related procedures
with which they must comply.

Further granularity to information security roles and responsibilities are defined within the Kallipr
Information Security Roles and Responsibilities.
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9 Compliance

Kallipr will monitor compliance with this policy and related procedures. Staff must promptly report
breaches of this policy and suspected information security weaknesses to Kallipr’s leadership team.

Any breach of this policy or related procedures may result in formal disciplinary action for staff and
in accordance to Employee Agreements. Kallipr may refer serious matters to appropriate external
authorities which may result in civil or criminal proceedings.

External providers who breach this policy or related procedures will be subject to suspension of
access, termination of contract and/or further legal action.

10 Relevant Legislation

Australian Copyright Act 1968 (Commonwealth)
Australian Cybercrime Act 2001 (Commonwealth)
Australian Spam Act 2003 (Commonwealth)

11 Key Related Documents

AS/NZS ISO/IEC 27002:2022 Information technology - Security techniques — Code of practice for
information security management guidance

AS/NZS ISO/IEC 27005:2022 Information technology — Security techniques — Information security
risk management guidance

Australian Privacy Act, 1998 (Commonwealth)

Crimes Act 1900 (NSW)

Defamation Act, 2005 (NSW)

Government Infarmation (Public Access) Act, 2009 (NSW)

Privacy & Personal Information Protection Act, 1998 (NSW)

Workplace Surveillance Act 2005 (NSW)
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